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MINISTRY OF PUBLIC ADMINISTRATION, HOME AFFAIRS, PROVINCIAL
COUNCILS AND LOCAL GOVERNMENT

Invitation for Bids (IFB)

PROCUREMENT OF AN OFFICIAL E-MAIL SOLUTION FOR INSTI
THE HOME AFFAIRS DIVISION OF MINISTRY OF PUB
HOME AFFAIRS, PROVINCIAL COUNCILS AND AL G

HA/F/IPRO/05/e-GN/Pr

bidders for the above procurement.

The Ministry of Public Administration, k

the service of a professional Email Sef\ i e capability of deploying its resources, including
cloud infrastructure and human r e iBhalize an official government email service with 15,000
user accounts for a period of ation with the Ministry.

0ssess experience in Installation, Configuration and Maintenance of one project with at least
email accounts within last five (05) years.

The average annual turnover should be more than LKR 25 Million.
Submission of bids as Joint Ventures (JVs) are allowed, whereas all parties of such JVs must be legally
registered companies in Sri Lanka. Under this type of a bid, one party must be mandatorily in charge of
managing email accounts while the other party must possess adequate technical capacity to facilitate
cloud infrastructure, which are physically located within the territory of Sri Lanka, and related licenses.
Bids shall be valid for a period of Ninety-one (91) days after the deadline of submission of bids and all
bids must be accompanied by a Bid Security for an amount of LKR 400,000/- in the format given in the
bidding document. (The Bid Security must be valid up to 07" June 2023)
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. A complete set of Bidding Document in English Language may be purchased by interested
bidders on the submission of a written application to the address below from 25" Jan 2023 to
07" Feb 2023 from 09.00 a.m. to 15.00 p.m. on working days, and upon a payment of a
non-refundable fee of LKR 10,000/=. The method of payment will be by cash at the Finance
Division of this Ministry.

Bidders may obtain further information from Accountant (Procurement), Ministry of Public
Administration, Home Affairs, Provincial Councils and Local Government, 16" Floor, "Nila
Medura", Elvitigala Mawatha, Narahenpita, Telephone: 0112 050414 Fax: 0112 369181,
Email: procurement@moha.gov.lk / procurement.ha@gmail.com

ission of bids, in the
presence of Bidders or their authorized repres choose to "Nila Medura"
16™ Floor, Finance Division attend.

. Ministry will not be responsible for any
connection with the preparation or 0

Chairman,

Ministry Procurement Co
Ministry of Public Adming
Provincial Councils a
"Nila Medura",

Elvitigala Mawa
Narahenpita,

Colombo

25" Jan
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Section 1 - Instructions to Bidders

Section 1 - Instructions to Bidders
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Section 1 - Instructions to Bidders

Section I. Instructions
to Bidders

A. General

1. Scope of Bid 1.1 The Employer, as defined in the Bidding Data, invites bids for the Services,
as described in the Appendix A to the Contract. The

identification number of the Contract is provided in the Bi

1.2 The successful Bidder will be expected to complete the p
Services by the Intended Completion Date provide

2. Qualification 2.1  All bidders shall provide in Section Ill, For
and Experience Information, a preliminary
Experience method and schedule, including drawi
of the Bidder

2.2 If stated in the Bidding Data
information and documents wi

(a)
(b)

ature for each of the last three years,
or contractually committed; and names

other if listed inthe Bidding Data.

The Bidder shall bear all costs associated with the preparation and
submission of his Bid, and the Employer will in no case be responsible or
liable for those costs.

isit 4.1 The Bidder, at the Bidder’s own responsibility and risk, is encouraged to
visit and examine the Site of required Services and its surroundings and
obtain all information that may be necessary for preparing the Bid and
entering into a contract for the Services. The costs of visiting the Site shall be at
the Bidder’s own expense.
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Section 1 - Instructions to Bidders

B. Bidding Documents

5. 5.1 The set of bidding documents comprises the documents listed below:
Content of
Bidding PART |
Documents Section 1. Instructions to Bidders
Section Il Bidding Data
Section Il Evaluation and Qualification Critiria
Section IV Bidding Forms
Section V Contract Data
PART 1l

Section V Schedule of Requireme

PART 1l

Section VI i act

Section VII.

Section VIII.
6. 6.1 A prospective Bidder requiti f the bidding documents
Clarification may notify the Employer, iti e Employer’s address indicated in
of Bidding
Documents
7.Language e Bidder, as well as all correspondence and

of Bid the bid exchanged by the Bidder and the Employer

8.Documents
Comprisi
the Bi The first envelope shall be clearly marked “ENVELOPE 1 —

QUALIFICATION AND EXPERIENC E INFORMATION; and

(b) The second envelope shall be clearly marked “ENVELOPE 2 —
“FINANCIAL BID” and warning “Do NOT OPEN, EXCEPT IN THE
PRESENCE OF THE BIDDERS”.

8.2 The Envelope 1, marked as “QUALIFICATION AND EXPERIENCE
INFORMATION” shall include the originals of the following:

(M PART | ofthe Bidding Document

(i)  Bid security if requested;

(iif)  Duly filled ‘A’ Schedules, “Qualification and Experience
Information”;

(iv)  Other information listed in Bidding Data; and

(v)  Anyother information, bidder may wish to include
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Section 1 - Instructions to Bidders

8.3 The Envelope 2, marked a “ORIGINAL OF FINANCIAL BID” shall
include the originals of the following:

(i Duly filled and signed Price Bid Submission Form;
(i) Duly filled Activity Schedules

8.4 The two covers shall then be sealed in an outer Envelope All inner and outer
envelopes/covers shall:

(a) be addressed to the Employer at the address provided in the
Data;

(b) bear the name and identification number of the Con
Bidding Data; and

9. Bid Prices 9.1 The Contract shall be for the Services, as
Requirements, Section VI, based on the pri
by the Bidder.

s of the Services
I and listed in the
0 rate or price is entered
when executed and shall

9.2 The Bidder shall fill in rates and pri
described in the in Employer’s i
Activity Schedule, Section VUI.
by the Bidder will not be

be deemed covered by t rices inthe Activity Schedule.
9.3 All duties, taxes, 3 e by the Service Provider under
the Contract, o nyJe as of the date 28 days prior to the

deadline for ¢ all be included in the total Bid price
submitte aBidder. However VAT shall be included separately.

10. Currency
of Bid
and
Payment

11. Bid
Validit

n exceptional circumstances, the Employer may request that the bidders
end the period of validity for a specified additional period. The request
and the bidders’ responses shall be made in writing. A Bidder may refuse
the request without forfeiting the Bid Security (if submitted). A Bidder
agreeing to the request will not be required or permitted to otherwise
modify the Bid, but will be required to extend the validity of Bid Security
(if submitted) for the period of the extension, and in compliance with
Clause 12 in all respects.

12. Bid 12.1 If indicated in the Bidding Data, the Bidder shall furnish, as part of the Bid,
Security a Bid Security, in the amount specified in the Bidding Data and valid till
the date specified in the Bidding Data.

12.2 If a Bid Security is requested under sub-clause 12.1 above, any bid not

accompanied by an acceptable Bid Security shall be rejected by the
Employer.
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Section 1 - Instructions to Bidders

12.3 The Bid Security of unsuccessful bidders will be returned within 28 days of
the end of the Bid validity period specified in Sub-Clause 12.1.

12.4 The Bid Security of the successful Bidder will be discharged when the
Bidder has signed the Agreement and furnished the required Performance
Security (if required).

12.5 The Bid Security may be forfeited:

(a) ifthe Bidder withdraws the Bid after Bid opening during th iod
of Bid validity;

(b) if the Bidder does not accept the correction of the Bi
to Clause 22; or

(c) in the case of a successful Bidder, if thgyB
specified time limit to:

(i) signthe Contract; or
(ii)  Furnish the required Perfor

13. Format 13.1 The Bidder shall prepare one ori

and as described in Clause 8 of t
Signing
of Bid 13.2 The original of the Bi

13.3 The Bid
with j
m y the Bl
PeEson or4dersons

2rations or additions, except those to comply
e Employer, or as necessary to correct errors
ich case such corrections shall be initialed by the
ing the Bid.

D. Submission of Bids

14. Ses : e outer envelope prepared in accordance with sub-clause 8.4 shall:

(a) be addressed to the Employer at the address provided in the Bidding

Data;

(b) bear the name and identification number of the Contract as defined in
the Bidding Data; and

(c) Provide a warning not to open before the specified time and date for Bid
opening as defined in the Bidding Data.

14.2 In addition to the identification required in Sub- Clause use 14.2, the

envelopes shall indicate the name and address of the Bidder to enable the Bid
to be returned unopened if required.
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Section 1 - Instructions to Bidders

14.3 If the envelope is not sealed and marked as above, the Employer will assume
no responsibility for the misplacement or premature opening of the Bid.

15. Deadline 15.1 Bids shall be delivered to the Employer at the address specified above no later

for than the time and date specified in the Bidding Data.
Submission
of Bids 15.2 Employer may extend the deadline for submission of bids by issuing an

amendment, in which case all rights and obligations of the Parties previously
subject to the original deadline will then be subject to the new dgadline.
e 15

16. Late Bids  16.1 Any Bid received by the Employer after the deadline presckibed in

will be returned unopened to the Bidder.

E. Bid Opening

17. Bid 17.1 The Employer will open the envelope m ualification
Opening and Experience’, in the presence of@®idders’ ignated representatives
who choose to attend, at the time, da

Invitation to Bid. The Bidde ives who are present shall

17.2 The Bidders’ names, absence) of Bid security, the
presence (or absence) i and any such other details as
the Employer ma ate, will be announced by the

18.Clarificatio
n of Bids

amination, evaluation, and comparison of bids, the
r may, at the Employer’s discretion, request any Bidder for
of the Bidder’s Bid, including breakdowns of the prices in the
Schedule, and other information that the Employer may require.
est for clarification and the response shall be in writing, but no
change in the price or substance of the Bid shall be sought, offered, or
mitted except as required to confirm the correction of arithmetic errors
discovered by the Employer in the evaluation of the bids in accordance
with Clause 22.

19.1 Prior to the detailed evaluation of bids, using the information provided in

9. Examiggitio Envelope 1, the Employer will determine whether each Bid (a) is

nofB accompanied by the required securities (if requested); and (b)
Determinati substantially responsive to the requirements of the bidding documents.

on of . 19.2 A substantially responsive Bid is one which conforms to all the terms,
Responsive o , . e

ness conditions, and Employer’s Requirements of the bidding documents,

without material deviation or reservation. A material deviation or
reservation is one (a) which affects in any substantial way the scope,
quality, or performance of the Services; (b) which limits in any substantial
way, inconsistent with the bidding documents, the Employer’s rights or
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Section 1 - Instructions to Bidders

20.1
20. Evaluation of
Qualification
and
Experience 202
203
204
205

21 Evaluation
of
Financial
Bid

212

213

the Bidder’s obligations under the Contract; or (c) whose rectification
would affect unfairly the competitive position of other bidders presenting
substantially responsive bids.

If a Bid is not substantially responsive, it will be rejected by the Employer, and
may not subsequently be made responsive by correction or withdrawal of the
nonconforming deviation or reservation.

The Employer will evaluate and compare only the Bids deter
substantially responsive in accordance with Clause 19.

A two-stage procedure will be adopted in detailed evalu
responsive Bids. The evaluation of qualifications and e
completed prior to any financial bid being
evaluates the Envelope 1 — Qualification and e basis of
their responsiveness to the Employer’s i lying the
evaluation criteria, and point system speci

nd experience, the
Employer will determine whet ified and whether
work plan and methodolog
. In order to reach such a
determination, the Emp i the information supplied by the
idding Document, taking into

ined in the Bidding Data.:

be rejected at this stage if it does not respond
Employer’s Requirements or if it fails to
of 70 points together with the minimum given

evaluation of Envelope 1 is completed, the Employer shall notify
ers whose qualification and experience did not meet the
alifying marks or were considered nonresponsive to the
r’s Requirements, indicating that their envelope marked
‘Envelope 2 — Financial Bid” will be returned unopened after completing
e selection process. The Employer shall simultaneously notify the
idders that have secured the minimum qualifying marks, indicating the
date and time set for opening the envelope marked ‘Envelope 2 -
Financial Bid’. The notification may be sent by registered letter, or
facsimile.

The Envelope 2 shall be opened publicly in the presence of the Bidders’
representatives who choose to attend. The name of the bidder, the Bid
prices together with any discounts offered shall be read aloud and
recorded when the envelopes marked ‘Envelope 2 — Financial Bid’ are
opened

Before evaluating the Financial Bid, the Employer will determine whether
the Bid is signed properly. If the Bid is not signed properly it will be
rejected at this stage.
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Section 1 - Instructions to Bidders

214 In evaluating the Financial Bid, the Employer will determine for each Bid

the Evaluated Bid Price by adjusting the Bid Price as follows:

a) excluding Provisional Sums and the provision, if any;

b) correctingthe arithmetical errors in-pursuant to Clause 22.

¢) making an appropriate adjustment on sound technical and/or financial
grounds for any other quantifiable acceptable variations, deviations
or alternative offers.

d) applying any discounts offered by the Bidder.

215 The Employer reserves the right to accept or reject any
deviation, or alternative offer. Variations, deviations,

22. Correction 221 Bids determined to be substantially responsj
of Errors Employer for any arithmetic errors. Arit

and quantity, the unit price shall pre
corrected; if there is a discrep
words, the amount in words

222 The amount stated i
accordance with the ab
the concurrence g
Bidder. If th
be rejected, and id Seeuri ay be forfeited in accordance with Sub-
Clause 1

e correction of errors and, with
considered as binding upon the

vard of Contract

23. Award
Criteria

Clause 24, the Employer will award the Contract to the Bidder
has been determined to be substantially responsive to the
ents and who has offered the lowest evaluated Bid price.

Notwithstanding Clause 23, the Employer reserves the right to accept or
ject any Bid, and to cancel the bidding process and reject all bids, at any
time prior to the award of Contract, without thereby incurring any liability
to the affected Bidder or bidders or any obligation to inform the affected
Bidder or bidders of the grounds for the Employer’s action.

The Bidder whose Bid has been accepted will be notified in writing, of the
award by the Employer prior to expiration of the Bid validity period. This
letter (hereinafter and in the Conditions of Contract called the “Letter of
of Acceptance”) will state the sum that the Employer will pay the Service
Agreement Provider in consideration of the Services provided by the Service provider
as prescribed by the Contract (hereinafter and in the Contract called the
“Contract Price”).

25.2  The notification of award will constitute the formation of the Contract.
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Section 1 - Instructions to Bidders

25.3 The Contract, in the form provided in the bidding documents, will incorporate
all agreements between the Employer and the successful Bidder.

26.Performance 26.1

] If requested in the Bidding Data, within 14 days after receipt of the Letter of
Security

Acceptance, the successful Bidder shall deliver to the Employer a Performance
Security in the amount and in the form (Bank Guarantee and/or Performance
Bond) stipulated in the Bidding Data, denominated in the type and proportions
of currencies in the Letter of Acceptance and in accordance Wi
Conditions of Contract.

27.Advance Payment 271
and Security

The Employer will provide an Advance Payment not
Contract Price subject to the Service Provi@ler su
acceptable to the Employer.
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Section Il - Bid Data Sheet

Section Il - Bid Data Sheet

A. General

ITB 1.1 The Employer is Ministry of Public Administration, Home Affairs, Provincial
Councils and Local Government

The name and identification number of the Contract is Procurement of An Official
E-Mail Solution for Institutions Under the Ministry of Public Administtation, Home
Affairs, Provincial Councils and Local Government HA/F/PRO/e-GN/Pr

ITB1.2 The Intended Completion date is [insert the same date included in 2 on
Data] ‘
ITB 2.2 'The information required from bidders in Sub-Clause2.2 is:
(i) list from ‘a’, ‘b’, ‘c’, ‘d’, ‘e’, and ‘f’ levant

list any additions to the list in Sub-Clause 2.2; otherwise
(i) List “none’].

ITB 8.4 For clarification purposes only

Address:  Ministry of
and L
C

Telephon 12 14
0132:369181.

re t@moha.gov.lk / procurement.ha@gmail.com

meeting will be held: Yes
- 31 Jan 2023
Time: 14.30 hrs.

e: Ministry of Public Administration, Home Affairs, Provincial Councils and
Local Government, ‘Nila Medura’, Elvitigala Mawatha, Colombo 05.

Clarifications may be requested no later than 10 days before the deadline for
submission of bids.

ITB 10.1 Bid value should be in Sri Lanka Rupees (LKR).

ITB11.1 The period of Bid validity shall be 91 days
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Section Il - Bid Data Sheet

ITB 12.1 The amount of Bid Security shall be LKR 400,000/-
The Bid Security shall be valid until 07" June 2023

ITB 14.2 The Employer’s address for the purpose of Bid submission is For bid submission
purposes, the Purchaser’s address is:

Attention: Accountant (Procurement), Finance Division

Address: Ministry of Public Administration, Home Affairs, Provincial Councils and
Local Government, 16th Floor, ‘Nila Medura’, Elvitigala Mawatha, Colom! 5.

The deadline for bid submission is:
Date: 07" Feb 2023
Time: 14 00 hrs

e’ Contract:
TITUTIONS
RY OF PUBLIC
ILS AND LOCAL

For identification of the bid the envelo in
PROCUREMENT OF AN OFFICIAL E-MAI
UNDER THE HOME AFFAIRS DIVISIO
ADMINISTRATION, HOME AFFAIRS,

GOVERNMENT

Bid / Contract Number: HA/F/PF

ITB 15.1 The deadline for submissi® adDate: 08" Feb 2023
Time: 14.00 hrs

ITB 17.1 ids wi 9t the day 08" Feb 2023 at the following address

(Section 111)

ITB 20.3

be achieve an overall minimum of 60 points
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Section Il - Evaluation and Qualification 3-

Section 111 - Evaluation and Qualification Criteria

Table of Criteria

1. TEChNICAl EVAIUATION ..o e e e e e e eeeeeees 16

1.1 TeChNICAl CrItEIIA ..o oo 17

2. Qualification Criteria

2.1 ENQIDIITY oo
2.2.1 ENGIDItY oo,

2.2 Experience and Technical Capacity
2.2.1 Contractual EXPerience.........ccooovvvervnennn s
2.2.2 Technical EXPerience........cccoovveeeresceseniennens
2.2.3 Team Required.........ccccocevivevviinsnsanns

2.3 Financial Situation............cc.........
2.3.1 Historical Financial Perform
2.3.2 Size of Operation (Aver n

N
3
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Section Il - Evaluation and Quialification 3-

Evaluation and Qualification Criteria

Procurement of An Official E-Mail Solution for Institutions Under the Ministry of Public
Administration, Home Affairs, Provincial Councils and Local Government

1. Technical Evaluation

particularly if it fails to achieve the minimumtec the Technical Bid.

Description Points
A 4

s Under the Ministry 100

An Official E-Mail Solu
of Public Administrati
Local Governmen

Points will be
Solution er the Ministry of Public Administration, Home Affairs,

ocal Government. The Minimum technical score (St) required to
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Section Il - Evaluation and Quialification

1.1 Technical Criteria

Criteria and Point System for the evaluation of technical bids are:
Mandatory Performance Compliances of the email solution

0y

Email

Compllance

Calendar

External Client (Webmail)**

External Client (Mobile)**

Anti-Spam / Anti-virus / Data Loss Prevention (D,

Reference to

the Proposal

Administration, Journaling & Auditing

Archiving

Directory Services

Mail Transfer Agent (MTA)

Disclaimer Facility

Security

High Availability and

Evaluation Criteria Marks
1 | Solution proposed 60 Marks
1.1 | Product features 40
1.2 | Solution architecture and design 20
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Section Il - Evaluation and Quialification 3-

Evaluation Criteria

2 | Organization 10 Marks

2.1 | Credentials of the proposed email solution from the bidder. Prior 10
projects with similar size and nature by the bidder with the
proposed email solution \

3 | Strengths of Proposed Team 15 Marks '
3.1 | Product Certified staff

3.2 | Other team members 5

4 | Approach, Methodology and Project Plan 15 Marks

repara\n,

Proposed project plan, approach and methodology

4.1 | installation, implementation, go-live and o 15
maintenance covering all the applicabl
Total 100 Marks
Cut off score for technical competence bids scored below this cut off value will not be

During the evaluation pro
score from 0 to 4, whe
being present but showin
the requirements;

that the feature is absent, the scoring will be 1 for the feature
ies; 2 for meeting the requirements; 3 for marginally exceeding
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Section Il - Evaluation and Qualification 3-

2. Financial Evaluation

Financial evaluation process is as follows:

Financial Scores (Sf) = 100 x Fm/ F

e “Fm” is the lowest price

e “F”is the price of the bid under consideration

3. Final Evaluation

Bids will be ranked according to their combined technical (S d
using the weights (T = the weight given to the Technical Bi the wi
Price Bid; T + P = 1) indicated in the Data Sheet:

S=StxT% +

The bidder achieving the highest combi and financial score will be

considered as a lowest evaluated substanti
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Section Il - Evaluation and Quialification

2.

Qualification Criteria

Bidders shall meet the qualification criteria set by the Purchaser on a pass-fail basis. Unless
specifically indicated otherwise, it is the legal entity or entities comprising the Bidder and not the

Bidder’s parent companies, subsidiaries, or affiliates that must satisfy these criteria.

2.1 Eligibility
211 Eligibility

Criteria

Requirement

Compliance Requirements

Single
Entity

Joint Venture

Documents

All Partners
Combined

Each
Partner

1)

Shall possess legal rights to supply
the requirement under this contract.

must meet
requirement

must meet
requirement

2)

Shall not have been blacklisted.

must meet
requirement

must meet
requirement

3)

Shall be a legally registered service
providing company in Sri Lanka.

must meet
requirement

not
applicable

4)

Minimum  three (03)  years’
experience should have on providing
similar services.

not
applicable

5)

Minimum average annual turnover
in last three (3) years shall be L
25 million.

applicable

not
applicable

6)

Submission of bids as Joint
(JVs) is allowed, wherea
of such JVs must
registered companigsei
Under this type of
must be mapgdateri

7)

of the bid shall be
1) days after the
deadline of submission of bids and
all bids must be accompanied by a
Bid Security for an amount of LKR
400,000/- in the format given in the
bidding document. (The Bid
Security must be valid up to 10"
May 2023)
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Section Il - Evaluation and Quialification 3-

2.2 Experience and Technical Capacity

2.21 Contractual Experience

Single Joint Venture Submission

Enti All Par_tners Each One Requirements
ty Combined Partner Partner

1) Successful completion as main| must meet | must meet not not
supplier within the last five (05)| requirement | requirement | applicable | applicable
years, of at least three (03) projects
with nature and complexity similan
to the scope

2) Shall  possess experience  in| mustmeet | must meet
Installation,  Configuration  and] requirement | requirement
Maintenance of one project with at
least 1,500 email accounts within
last five (05) years.

Requirement

2.3 Financial Situation
2.3.1  Historical Financial Performance

Submission

Requirement Each One Requirements
Partner Partner
1) Submission of audited fina must meet not Form 07:

statements for the last Thr requirement | - applicable | isiorical
years, other financial Financial
acceptable to the Purcha Performance

last Three (03) years to de
the current so
Bidder’s financial

)eration (Average Annual Turnover
Compliance Requirements

. Joint Venture L
Single T - 5 Submission
Entity artners acl ne ;
Combined Partner Partner Requirements
1) Minimum average annual turnover | mustmeet must meet must meet not Form 08: Size of
. requirement requirement _ applicable .
in last three (3) years shall be more 50%__ Operation
than LKR 25 million. of the (Average Annual
requirement Turnover)
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Section IV - Biddding Forms 4-22

Section 1V - Bidding Forms

Table of Forms

Technical Bid Submission Sheet
Price Bid Submission Sheet
Price SCREAUIE........oeiiiieeee e
Bid SECUNILY....eoeeiiciieiee e
Manufacturer’s Authorization
Bidder’s Qualification...........cccooevvivieninnsiiniiiesnenn,
Form 1: Bidder’s Information Sheet .
Form 2: Joint Venture Information

Form 3: Eligibility................
Form 4: Contractual Expe
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Section IV - Biddding Forms 4-23

Technical Bid Submission Sheet

The Bidder must accomplish the Technical Bid Submission Sheet on its letterhead clearly showing the bidder’s
complete name and address.

Date:

International Competitive Bidding (NCB) No.:
Invitation for Bid (IFB) No.:
Alternative No.:

To: [insert complete name of the purchaser] &\Q .

We, the undersigned, declare that:

(a) We have examined and have no reservations to the Bidgdi , including the Addenda

(b) i and in accordance with the

elated services] . ..

(c) Our Bid consisting of the Technical i shall be valid for a period of . . ..
[Insert validity period as specifiedsi _. ... days from the date fixed for the
bid submission deadline in ac ding Document, and it shall remain binding
upon us and may be accept e expiration of that period.

(d) We, including any subco or supplers for any part of the contract, do not have any
with ITB 4.3.

() We are not pal
with ITB 4

in more than one Bid in this bidding process in accordance
tive offers in accordance with the Bidding Document.

Duly ized to sign the Bid for and on behalf of
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Section 1V - Biddding Forms 4-24

Price Bid Submission Sheet

The Bidder must accomplish the Price Bid Submission Sheet on its letterhead clearly showing the
bidder’s complete name and address.

Date:

International Competitive Bidding (NCB) No.:
Invitation for Bid (IFB) No.:
Alternative No.:

To: [insert complete name of the purchaser]
We, the undersigned, declare that:

(@ We have examined and have no reservations to the Biddin including the Addenda
issued in accordance with Instructions to Bidders (ITB) 8.
(b) We offer to supply in conformity with the Bidding Docu
delivery schedule specified in Section V (Schedul i
Related Services: ..... [Insert a brief description
(c) The total price of our Bid, excluding any disc item (d) below, is

cu
t and i cordance with the
, the following Goods and

[amount of foreign CUrrency in words], nd [amount of local CUrrency i
words], [amouUnt in figUres]

dules shoUld be

The total bid price from the price [
nission Shegfimay re

the total bid price in the Price Bid SU

ed by the Bidder inside this box. Absence o
Sult in the rejection of the bid.

(d) The discounts offered an » C eir application are as follows:
i g discounts shall apply: .......... [specify in detail
each discount offere ifictem of the schedule of supply to which it applies]........
(e) Our bid shall be wali ... [insert validity period as specified in ITB 20.1 of the
....... fixed for the submission deadline in accordance with the Bidding
i binding upon us and may be accepted at any time before the

) i i e commit to obtain a Performance Security in the amount of
Price for the due performance of the Contract.

hat this Bid, together with your written acceptance thereof included in your
ard, shall constitute a binding contract between us, until a formal Contract is

Name

In the capacity of
Signed

Duly authorized to sign the Bid for and on behalf of
Date
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Price Schedule

Unit Total Price LKR Total Price
# Description Nos/ Price Excluding VAT LKR
Qty. LKR VAT Including
Excluding VAT
VAT

1 | Setting up email accounts | 2500
of 2500 with licenses

2 | Training —  Central 03
support team
3 | Training - Admin 250
training
4 End User Guide S/E 01
Total cost |
Note 1: Bidder must provide additional licenses (up to 20,000) for t ate on above table for the
period of 3 years
Note 2: Bidder must provide additional training requir nit rate on the above table for

period of 3 years

Note 3: Bidder must specify migration cost for a
Ministry will bear the cost for licensing
evaluation , however bidder should
years.

sted in public cloud or on premise,
, this price will not be taken for the bid
migration services if it happens within 3

ltem Unit cost Total cost

* Should mention ap ponents for each item.
** Should be ce

Nam
In the

Signed

Duly authorized to sign the Bid for and on behalf of
Date
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Bid Security

Bank Guarantee
[insert bank’s name, and address of issuing branch or office] 1

Beneficiary: [insert name and address of the purchaser]

Date: [insert date (as day, month, and year)]

Bid Security No.: [insert number]

We have been informed that . . . .. [insert name ofthe bidder] ................ (hereinafter calle
submitted to you its bid dated . . . . . [insert date (as day, month, and year)]
Bid") for the execution of . . . . . [insert name of contract] . . . .. under Invitation fopfBids N@h......... ....[Insert
IFB number] ......... (“the IFB”).

Furthermore, we understand that, according to your conditions, bids must b

At the request of the Bidder, we . . . .. [insert name of bank]................. ertake to pay

you any sum or sums not exceeding in total an amount of ..............5 t in words][insert amount in
figures] ........... upon receipt by us of your first demand in writj itten statement

stating that the Bidder is in breach of its obligation(s) under

(@)  has withdrawn its Bid during the period of bid va
Submission Sheet and Price Bid Submission Sheet;

(b)  does not accept the correction of errors SUWi nstructions to Bidders (hereinafter “the
ITB”); or

(c) having been notified of the ac
fails or refuses to execute
Security, in accordance wi

This guarantee will expire: (a) r is the successful Bidder, upon our receipt of copies of the Contract
Agreement signed by t
or (b) if the Bidder is
to the Bidder of the name

r, upon the earlier of (i) our receipt of a copy of your notification
Bidder, or (ii) 28 days after the expiration of the Bidder’s bid.

Consequently; @ ent under this guarantee must be received by us at the office on or before
that date.

In case of a joint venture, the bid security must be in the name of all partners to the joint venture that submits the bid.

1 All italicized text is for use in preparing this form and shall be deleted from the final document.
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Manufacturer’s Authorization

DA .
[insert date (as day, month, and year) of bid submission]

[insert number of bidding process]

1 S PR UPUPPRPI:
[insert complete name of the purchaser]

WHEREAS;

B .. [Ins omplete name of
the manufacturer], who are manufacturers of
................................................................ type of goods
manufactured], having factories at ................. .. Q..o R

[Insert full address of manufacturer, do hereby authorize
............................................................................ [Insert complete
name of the bidder] to submit a bid the ich is to provide the following
goods, manufactured by us ... D
[Insert name and / or brief descripti
sign the Contract.

We hereby extend our fu arant warranty in accordance with Clause 28 of the
General Conditions, witl{fespecigo the goods offered by the above firm.

uthorized representative(s) of the manufacturer]

e(s) of authorized representative(s) of the manufacturer]
.................................................................................. [insert title]

to sign this Authorization on behalf of
............................................................................ [insert complete name of
the manufacturer] Dated (o] 1 PR day of .. ,

All italicized text is for use in preparing this form and shall be deleted from the final document.

The bidder shall require the manufacturer to fill out this form in accordance with the instructions indicated. This letter of authorization should be
signed by a person with the proper authority to sign documents that are binding on the manufacturer. The bidder shall include it in its bid, if so
indicated in the Bid Data Sheet (BDS).
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Bidder’s Qualification

To establish its qualifications to perform the contract in accordance with Section 1ll (Evaluation and
Qualification Criteria), the Bidder shall provide the information requested in the corresponding
Information Sheets included hereunder.

Form 1: Bidder's Information Sheet

Bidder’s Information
1. Bidder's legal name

2. In case of a Joint
Venture, legal name of
each partner

3. Bidder's country of
constitution

4. Bidder's year of
constitution

5. Bidder's legal address in
country of constitution

6. Bidder's authorized

representative
(name, address,
number(s), f
and e-mail ag

following documents:

a'sigle entity, articles of incorporation or constitution of the legal entity named
accordance with ITB 4.1 and ITB 4.2

tion to represent the firm or Joint Venture named above, in accordance with ITB 22.2

O 3. Incase of a Joint Venture, a letter of intent to form a Joint Venture or Joint Venture
agreement, in accordance with ITB 4.1
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Form 2: Joint Venture Information Sheet

Each member of the Joint Venture must fill out this form separately.

Joint Venture Information
1. Bidder's legal
name

2. Joint Venture
Partner’s legal
name

3. Joint Venture
Partner’s country
of constitution

4. Joint Venture
Partner’s year of
constitution

of constitution

5. Joint Venture
Partner’s legal
address in country

6. Joint VVenture
Partner’s
authorized

mail ad

che

O 1. Articles of incorporation or constitution of the legal entity named above, in accordance
with ITB4.1and ITB 4.2

O 2. Authorization to represent the firm named above, in accordance with ITB 22.2

e copies of the following documents:
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Form 3: Eligibility

Each member of the Joint Venture must fill out this form separately.

Eligibility Requirement
Requirement Bidder’s Response

1. Shall possess legal rights to supply the
requirement under this contract.

2. Shall not have been blacklisted.

3. Shall be a legally registered service
providing company in Sri Lanka.

6. Submission of bids as Joint Ventures
(JVs) is allowed, whereas all parties of
such JVs must be legally registered
companies in Sri Lanka. Under this typ
of a bid, one party must be manda
in charge of managing email
while the other party must

adequate technical capaci

cloud infrastructure, whi

4. Minimum three (03) year experience
should have on providing similar
services.

5. Minimum average annual turnover in
last three (3) years shall be LKR 25
million.
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Form 4: Contractual Experience
Fill out one (1) form per contract.
Contractual Experience
ContractNo...... of..... Contract Identification
Award Date Completion Date
Role in Contract O Manufacturer "I Supplier . Subcorntractor

Total Contract Amount

If partner in a joint venture
or subcontractor, specify Percent of Total | Amount
participation of total
contract amount

Purchaser's name
Address Telephone/Fax

Number E-mail

and Qualification Criteria)
Bidder’s
Response

Requirement

Description of the Similarity in Accordance with Criterion 2.2.1 of Section 111 (Evaluation

Successful completion as
main supplier within thel
last five (05) years, of at
least three (03) proj€ee
with nature

five (05) yea
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Form 5: Technical Experience

Technical Experience

Requirements in Accordance with Criterion 2.2.2 of Section 111
(Evaluation and Qualification Criteria)

Requirement Bidder’s
Response

The Bidder shall demonstrate
that the goods offered have

(i) been in production for at
least three (3) years, and

(i) been deployed a minimum
of three (3) Document
Management
Systems/Solutions of
similar type and
specification over the last
three (3) years;

(ii)a. Bidder shall provide
details of the above-
mentioned deployments

« Name of the Client
« Sector-Public or Private

«  Product Name and
Version

« Scope of work

+ Details of Cloud
Environment

« Go Live Date

+ Duration of
implementation

+  Number of
Users/Lice

Page 32 of 89



Section IV - Biddding Forms 4-33

Form 6 : Team requirement

(Please Specify)
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Form 7: Historical Financial Performance

Each Bidder must fill out this form.

In case of a Joint Venture, each Joint Venture Partner must fill out this form separately and provide
the Joint Venture Partner’s name below:

Joint Venture Partner:

Financial Data for Previous Years [LKR]

Year 2:

Information from Balance Sheet

Total Assets (TA)

Total Liabilities (TL)

Net Worth = TA-TL

Current Assets (CA)

Current Liabilities (CL)

Working Capital = CA - CL

e obtained for most recent year and carried forward to
IN - 3 Line 1; in case of joint ventures, to the
corresponding Joint Venture Partner’s FIN - 3.

Most Recent
Working Capital

ormation from Income Statement

Total Revenues

Profits Before Taxe

Profits After Ta

are
years, as ind

ial statements (balance sheets including all related notes, and income statements) for the last
above, complying with the following conditions:

Unless o
situation
liat

ise required by Section 11 of the Bidding Documents, all such documents reflect the financial
he legal entity or entities comprising the Bidder and not the Bidder’s parent companies, subsidiaries, or

e  Historical financial statements must be audited by a certified accountant.
e  Historical financial statements must be complete, including all notes to the financial statements.

e Historical financial statements must correspond to accounting periods already completed and audited (no statements
for partial periods shall be requested or accepted).
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Form 8: Size of Operation (Average Annual Turnover)
Each Bidder must fill out this form.
The information supplied should be the Annual Turnover of the Bidder or each member

of a Joint Venture in terms of the amounts billed to clients for each year for work in
progress or completed.

In case of a Joint VVenture, each Joint VVenture Partner must fill out this fo ate
and provide the Joint VVenture Partner’s name below:

Joint Venture Partner:

Annual Turnover Data for the Last ............. Years

Amount Currency,

age Annual Turnover
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Form 09: General Compliance

Requirement

(2)
Bidder should provide proposed solution s
Software as a Service model

Bidder's Specification

Compliance with the
Specifications
requested
Complied / Not
Complied
(4)

Bidder’s

Offer
(Briefly
Describe)

(©)

02. | The proposed solution should support over
15,000 mail boxes

03. | Bidder must have certified OEM Engineers
(for the proposed email solution) (at least
3) on company permanent payroll

04. | Bidder must have similar projects (one
project with at least 1,500 email accounts)
during past 5 years

05. | Bidder should make sure propose
availability 99.9 % per year.

06. | Bidder shall responsible tg

configuring up to da
firmware, etc.

07.

08.

09.

Bidder should use their experience and
best practices approach to provide any and
all required information related to the
assignment, beyond the items listed in this
document if appropriate.
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Requirement
3]
Bidder shall allocate qualified dedicated
personnel or team 24x7 to directly
communicate with Ministry technical team
to resolve all technical issues and carry out
technical improvements.

Bidder's Specification

Compliance with the
Bidder’s Specifications

Offer requested
(Briefly Complied / Not
Describe) Complied

(©) (4)

11. | The proposed solution shall be able to
delegate  administration functions to
domain level. (E.g. domain admin should
be able to manage user life cycle)

12. | Upon the completion of  the
implementation, Ministry technical team
will be carrying out site inspection and the
UAT,OAT.

After completion of the UAT,OAT bidder
should provide the recommendation
services operation.

13. | Bidder shall complete the imp
according to the Ministry;
within an agreed time pe

14 | The proposed email solut

migrate with all the data
public cloud serviC
solution.

15.

16.

Bidder shall ensure periodical checkups to
support live operations comply with the
defined technical standards, security
policies, procedures and with government
regulations.
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Requirement
(2)
The bidder shall provide ongoing support
and maintenance of the implemented
solution to cover the security aspects
including signature updates, threats etc.

Bidder's Specification

Compliance with the
Specifications
requested
(Briefly Complied / Not

Describe) Complied

©) (4)

Bidder’s

Offer

18.

The bidder shall provide ongoing support
and maintenance of the implemented
solution to cover the post implementation
bugs, errors, upgrades, patches and/or any
support requested by the institute.

19.

Bidder must procure required SSL
certificates on behalf of the Ministry

20.

The bidder must agree to provide support
and maintenance for at least three (03)
years post implementation and shall ad

to SLA stipulated under 3.8

21.

Bidder shall be responsible

ro
following documents.
1. Detailed low-LevelfDesig
2. Physical architect i@grams an
t

reports
3. As-buil en
es for

opies with readable format.
Il provide required printed
copie ere and when required.

All data sheets should be publicly
available and accessible
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2.0 Email Solution

Bidder
response

Feature Comments

Messaging Server

2.01 | Details of the Enterprise Messaging Server: Application
Name, Version, date of release of proposed version, date
of release of next wversion, application/product
development path, etc.

2.02 | The proposed solution must have been in the global
market for the last 10+ years period continuously.
Product Deployment model should support On-premises
Public, Private or Hybrid cloud. Please indicate
product history.

2.03 | Should be able to support and enable users to
using the desktop / thick mail clients like

Express using industry standard
POP3/IMAP/HTTP/SMTP  over 1
channels.

diverse OS
have the

2.04 | Application should be abl
platforms. The soluti
capability to run on

also support the ainerization technology like
Docker, Kub
2.05 i ould have the capability of

2.07 plain how messages are stored and advantages
approach w.r.t single mailbox restore without
impacting / downtime for other users in online and offline
mode.

2.08 | Should support transaction logging database to increase
reliability and faster recovery.

2.09 | Should support recovery or restoration of single mailbox
without impacting / downtime for other users in online
and offline mode.
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Bidder
response

(Yes/
Feature No) Comments
2.10 | Should support storage of any file format and should
allow users to upload and download content from the
messaging system.

2.11 | Should support full-text search including scheduled
indexing for faster search capabilities from the messaging
client.

2.12 | Should support option of retaining mails even after
deletion for a certain period of time. Should also support
the option for restoration from a backup.

2.13 | The messaging store should support Server and Client-
side rules.

2.14 | Should be capable of scheduling message delivery
date and time both by user and administrator.
2.15 | Should support unlimited number of user mail
message store database.

2.16 | Should support hosting multiple message
of unlimited size on the same physical s
2.17 | Should support features like Notice

variety of permission set.
2.18 | Should support online
can be scheduled. Shéuld also
mailboxes to active messaguag syste
2.19 | Should support i 3l backups and point in time
restore of transacti
2.20 | Should suppe ging sub-systems by role
(like Je“Storage, directory database,
on more than one physical server
erver using Logical Partitioning. Please
use the same server for multiple roles.

2.2 upport high availability clustering like active-
active-active. Explain the merits of each
g approach with hardware and bandwidth

requirements.

2.22 | Should support clustering across operating systems.

2.23 | Should be able to specify data which needs to be
clustered.

2.24 | Should be able to cluster servers with different hardware
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and software configurations. ‘ ‘

Bidder
response

(Yes/
Feature Comments
2.25 | Should provide minimum 1GB e-mail box capacity for
each user with mail box expandability support up to 10
GB per user

2.26 | Should provide integration with Microsoft Active
Directory and Microsoft Active Directory Federation
Services (ADFS) or any other IAM system for single sign
on and authentication
2.27 | The proposed solution shall be integrated with external
identify platform WSQO2, for user authentication an
authorization with the following:
- SAML2 Web SSO
- 0Auth/Open ID Connect

3.0 | Message De-duping
3.01 | Message De-duping: The System sho

3.02 | Solution should support de
attachment objects that hav:
specified number of da

file

incremental done for mail

platform.

messaging

: op/Thick Mail Client
5.01 | Name of the Thick Mail Client application provided
along with the Messaging Server. Also, provide version
and release details of the application. Thick client should
be provided by the OEM along with the Messaging
Server at no additional cost.

5.02 | Specify other thick clients are supported by the
messaging server
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5.03 | protocols should also work over secure communication
channels.

Bidder
response

(Yes/
Feature Comments
5.04 | Data sent over the network can be compressed for more
efficient network utilization.

5.05 | Allow multiple people to share a single PC. The thick
mail client software should have features for creating
multiple-user profiles on a single PC with separate
message stores, allowing users to access their personal
data securely while sharing common resources.

5.06 | Roaming user - allow users to have their person
information, welcome page, bookmarks, addr ok,
preferences, journal, user dictionary — anywhe
working.

5.07 | Should support multiple archive pg
Save valuable contents and retr
are needed.

ail/Calendar/Contact services should be
ple using 3G/4G/5G enabled mobile devices for
limited set of users.

6.02 | List of the devices supporting the mobile client (if any).
6.03 | The Mobile Access should have support for accessing
mails from iOS / Android Mobile Enabled Devices.

6.04 | The Mobile component of the messaging solution should

Page 42 of 89



Section 1V - Biddding Forms

4-43

support the functionality to remotely wipe all data from
devices.

6.05

The Mobile Component should have features which can
control features without the use of additional software
like limit number of devices, control camera, limit copy
and paste, encrypt local storage and also whitelist
software for attachments etc. Please provide a list of
supported functionalities

Feature
Web Interface

Bidder
response
(Yes/
No)

Comments

7.1

All Web mail functionality should be accessible throu
all major browsers like: Chrome. Mozilla Firef
Provide a list of supported browsers.

7.2 | The Web interface automatically updat€s
messages and other updates (withou
browser or user’s intervention).

7.3 | Ability to delegate access to mai
decide level of access needs tg b

7.4 | Ability to view attachmen

7.5 | User should be able to
webmail interface.

7.6 the priority of the follow-up

ted by a flag in the inbox.
pable of setting an alarm
p action, like marking an e-

1.7

or administrative assistants and busy executives.

7.8

The offline Web Mail feature should also allow for Mails
to be composed and sent when disconnected from the
network and when connectivity resumes the message
should be automatically sent to the server without user
intervention.

8.0

PKI Services
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8.1 | The Messaging Solution should provide for PKI services
(issuing certificates to users, authenticating certificates)
using a local certificate authority.

8.2 | PKI Services should provide infrastructure to enable
Secure Messaging (S/MIME) capability and integration
with the messaging system.

8.3 | The Certificate Authority must be able to be signed by a
CA compliant to open standards such as x.509v3.

8.4 | Support for 2 key pairs to individually support digital
signing and encryption.

Bidder
response
(Yes/
Feature No) Comments
Key pair generation, Certificate request and Retrieval .0
certificates must be done automatically with minimal u
intervention.

8.6 | The PKI system should be available to a
Desktop, Laptop, Web based and Mobile

9.0 | Administrative Features for Ma
System
9.1 | The system administrator shou

restart software component
underlying hardware compon

9.2

10.0
10.1

10.2

tor services on remote servers allowing
e monitoring within the network.

e Console - In a distributed server setup
prise setup), it may be required to remotely monitor
the servers from a single point. Capability to view the
consoles of selected other servers on the master console.
The activity event log on the master should contain the
consolidated event statements of the selected slave
servers and the master server.

11.0 | Security

11.1 | Email security shall have comprehensive set of security

10.4
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features that integrates inbound and outbound defenses
against latest email threats such as spam detection, Anti-
viruses, Malicious URL blocking, DNS RBL verification,
IP Reputation filtering, anti-spoofing.

11.2 | Proposed solution shall have ability to validate incoming
emails through DKIM, DMARC

11.3

Proposed solution shall provide options for end users to
report SPAM and malicious emails

Bidder
response
(Yes/
Feature \[o)) Comments

Should provide integrated PKI as a foundation for,
numerous security features, including: digital signat
and encryption; granular access control -- down to
individual field level; local data encryption;
relationships in  multi-organization and
applications.

115 |ssL (PKI) support to secure the ¢
communication

11.6 | The Mail Messaging Solutiog

for following
*Smart Cards, Tokens
Certificate based Auth
11.7
11.8
. Local Store encryption shall
arious levels of encryption required.
11.9 built support for digital signature

Should offer Hierarchy based delegated
ation. It should also support definition of
implicit policy kind of a structure for delegated
stration.

11.11 | Users should not have rights on servers.

12.0 | High Availability

12.1 | The Proposed Cluster Solution Should have single
console-based GUI management.

12.2 | The Proposed Cluster Solution Should have option to
integrate load balancing of the workload in the cluster.
12.3 | It should be possible to form a Cluster across different
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classes of servers irrespective of the hardware vendor

12.4

The Proposed Cluster Solution Should provide flexibility
for adding or removing servers in the cluster as needed
without bringing the cluster or applications offline

12.5

The Proposed Clustering Solution has to be based on
application level clustering without the need for
specialized software

12.6

The Proposed Cluster Solution should have Extensive
scalability. Cluster nodes could be added and removed as
business needs change.

12.7

The proposed cluster solution should have the capability
of replicating data across operating systems without the
need of expensive data replication software.

This Bid

that you are not bound to accept lowest or any Bid you receive

documents and specified in the Bidding Data Sheet.

and your written acceptance of it shall constitute a bindi

Name and Title of Signatory:

Authorized Seal:

Name of

VAT Registrati

Address:

We hereby confirm that this Bid complies with the Bidsali
Authorized Signature: Q@

Bidder:

D

act between*Us. We understand

curity required by the bidding
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Section V Schedule of Requirement
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1. Introduction of the project

1. Background

As of the Subjects and Functions assigned to The Ministry of Public Administration, Home
Affairs, Provincial Councils and Local Government, as of the Extraordinary Gazette No.
2215/20 dated February 16, 2021 and other related Gazette Notifications issued under the
directive of His Excellency the President, includes ‘Assisting in the formulation of policies in
relation to the subject of Home Affairs for the creation of a “secure country™ under the
direction and guidance of the Minister of Defence in conformity with the pres
Acts and Ordinances and implementing, projects under the Natio
Investment and National Development Programme, and implementin

from the concept of public officer for people-centric p
facilitate strengthening the delivery of citizen-centri
Secretariats and Divisional Secretariats’.

Accordingly, all District and Divisional Secret
under the purview of the Ministry of Public
and Local Government serves as the Cabinet

iladharis are functioning
me Affairs, Provincial Councils

ncial Councils and Local Government,
eavily depends on remote communication
and to comply with the provisions of the e-
practices, hence decided to optimize the use of

Government Policy and
i @......gov.1k* across its institutional framework

official email accou

obtained the services of common digital platforms and email
ovided by L GC of the Information and Communication Technology Agency of Sri
I rrent capacities are not sufficient to cater the ever-increasing demands

text, the Ministry of Public Administration, Home Affairs, Provincial Councils and
Local Government is seeking the service of a professional email service provider with
software as Service Model (SaaS), with the capability of deploying its resources to
operationalize an official government email service with 15,000 Nos of user accounts. The
service provider is selected in accordance with the National Competitive Bidding procedures
set out in the Government’s Procurement Guidelines.
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3. Scope of Requirements

The Proposed email solution is aimed at establishing the following components:
a. Reliable and secure email communication for the use of all identified employees

for their official internal and external communications.
b. Reliable maintenance and support structure for the email solution
c. Training sessions for administrators and awareness for end users.

3.1 Functional, Architectural, Legal and Performance Requirements
The proposed email solution MUST comply with the following laws and regulations:
Intellectual Property Act No. 36 of 2003

1.
2. Computer Crimes Act No. 24 of 2007

3. Personal Data Protection Act No. 09 of 2022
4

5

Draft Cyber Security Bill — Published by Ministry@f Tec
Use of Electronic Documents and Electronic i
Use (Circular)

6. Use of E-Mail and ICT in general in Gov:

7. Compliance with the EU General Datagrotectio gulations (GDPR)

8. Electronic Transactions Act No. 19 of ed by Act No. 25 of
2017)

3.2 Functional and architectural requireme e proposed email solution
# Scope Item Details
1 | Target number of end users ividual email accounts with minimum

ft

2 | Mandatory key featur
solution

dar
External Clients**

Spam Filter

Data Loss Prevention (DLP)

Solution in Public cloud with DR facility
Through Lanka Government Network (LGN) /
Internet Leased Line

Administration and Management Functions Required to be met by the
ail solution
Solution will have a central technical administrative function, central operational
function and a decentralized user administrative function.
Il.  Central administrative functions will be managed by the Ministry with a group of
supporting staff who will do the needful to guide District and Divisional level
operational support. They will have to attend to any operational matter which will
get logged from the user administrators or end users in each District, Divisional
Secretariats and Grama Niladhari offices.
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I1l.  Central support team explained above, need to have access to administrative
functions of the solution. Those include dashboards which indicate performance
of the solutions, logs, audit trails, backups, security policies and configurations.

IV.  Central support team need to have direct access to the supplier support through
email, chat phone for any incident escalations. Further supplier must define an
escalation path with names of the people and their contact details to make sure
Service Level Agreement (SLA) is met.

V.  Central support team will further attend to any user related queries, such as login
Issues, basic functionalities, ‘how to do’ queries and any general support.
Therefore, they need to have access to operation diagnostic tools, user access
management tools, online product support portals and FAQs with answers.

VI.  De-centralized operational function will happen at each District, Divisional
Secretariats and Grama Niladhari offices where there are us

provide daily functional support for the users. These administ
administrator console where they can do limited user
such as management of a user life cycle, passwordgres
client installations.

VII.  Below is the summary of administrative functighali
solution.
Admin Personnel / .
Location
Level Team
1 Decentralized District, m

operational team | Divisional
(on site Secretariat

administrator) and Gra

2 Central
operational and

ies and any general support, performance of
the solutions, actions based on logs / audit trails,
backups, archival, , security policies and
configurations, system monitoring and reporting,
bridge user community and vendor support if
required.

Any technical matter which cannot be resolved by
the Ministry central support team

| Supplier
location

Proposed email solution will cater to the requirements of GoSL employees. Initial
15,000+ will get on boarded. However, the solution should be scalable for more than
0 users. Solution needs to maintain acceptable performance levels throughout this
expansion.

Solution performance levels will be measured primarily with end user experience. These
expected end user experience levels need to be maintained even while the back-end office
functionalities such as back up process, archiving process, etc. are getting executed.

Page 50 of 89

Page 50 of 89



Bidder must make sure to maintain below performance criteria for concurrent access of
all the users at given time.

If bidder is unable to maintain below mentioned performance parameters due to a reason
beyond bidder’s control, bidder must clearly showcase or prove such.

Expected Performance

Measurement — User related level
Time to load the inbox from the application launch Below 1 second
Time to open new email compose screen Below 1 second

Time to send the email and push it outbox from the
click of the “send” button

Sort the email using any field Below 3 seco
Search an email using key words

Open calendar invitation

Search for an archived email or calendar note

Below 2 seconds

~N oo~ W N H®

If there are any software components need to be installed or imp
performance, those need to be included in the solution and s
use and the behavior of the same.

Performance of the total solution need to be tested
testing during the implementation phase of the proj

the total user base.
b. Solution needs to be tested and
connection to demonstrate if thegp€r

Service Providers are invited to sub ompetitive quotation for the specified below

services:

Bidders are required to staté’their gom ce 1o the specification/ requirements against each and
every criteria of specificat ipulated under section 6.0

Required Service. Di in stallation, Configuration and Maintenance of on-premise e-
Mail Solution i least 15,000 mail inboxes (256 MB per inbox) with high

g Materials

als should be able to undertake the following training.
3 ree (3) types of users in the solution.

District Level de-centralized user administrators,

Central support team of the Ministry,

Actual end users (officials)

b) Central support team Administrators (3 Nos) must be trained by the supplier on the
solution administrative functions. This should be administration level training and
training will be conducted physically with comprehensive hands-on sessions and
training materials. This training will be executed right after the solution implementation
is completed and just before the live operations starts.
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Bidder need to train 250 number of district level administrators in multiple batches on
the solution functionalities and the features. This training will be conducted online with
comprehensive hands-on sessions and training materials. This training needs to be
executed just before the live operations start.

Only training materials shall be prepared in all three languages (50 copies each) with
clear and concise texts and graphic (both soft and hard copies) by the supplier to be
used by the Ministry for the end user training sessions.

FAQs with answers, Online Help forums and access to technical support shall be
provided by the supplier to the central support team.

3.6 Operational Acceptance Tests (OAT)

a) Supplier shall provide the test scripts, user stories and expected resu la
required for the testing.
b) Acceptance criteria for the operational testing needs to be defi
mutually agreed and signed off by both the supplier and the Mini
c) After installation of the solution, Ministry shall carry
testing on the solution functionalities. This will not
user stories provided by the supplier.
d) Any defects or bugs coming out of the operational 0 be fixed by the
supplier and allow for re-testing. Ministry shal
e) The process explained above should be re tance criteria is met by
both parties.
f) Test results with evidence (screen sh ts) and operational acceptance
testing sign off need to be documented a
g) Any corrective actions suggestg ty assessments / penetration test
audits before Implementatio
h) Any corrective actions sugge
audits after Implementati . xed during the Support and Maintenance
period.
3.7 Support and
a) shall provide the following main services under same main contract.
f any bugs, defects or mal functioning of the solution according to
ed Service Level Agreement (SLA).
software upgrades and patch updates shall be available without any
ay or any extra cost.

Il.  In the event of a disaster recovery, supplier shall provide technical support
to Ministry with related to the key management solution re-installation,
backup restoration, software configuration and any other related technical
activity.

a) SLAs for the warranty period is specified under 3.8
b) Supplier shall submit an escalation matrix within the warranty contract. This matrix

will be used in case of a SLAs breach, to find resolutions and apply penalty as
specified.

Page 52 of 89



3.8 Service Level Agreement (SLA)
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1 | Critical Very Very | Business transactions have | Withi Within Within
High High |come to a stand-still where |n 15 |30 2 hours
entire service is not functioning | minut min
as intended. es
2 | Urgent High Very | Service is available for users, | Withi
High but serious impact to business | n 30
transactions. Workaround | min
available in the solution.
Examples:
1. Some key functionalitie
(address  book, calen
etc...) of the solution are no
operational.
3 | Major High High Withi Within 8 | Within
1 | hours 16
hour hours
able
receiving emails
Calendar doesn’t get updated
ith meeting invitations
4 | Minor is an inconvenience to | Withi Within Within
user. But  business |n 2 |24 hours 48
transactional process can be | hours hours
executed without impacting the
results.
Examples:
1. Slowness in the solution
(sending, receiving emails)
2. Latency in notifications,
reminders
5 | Improv Low Medi | Improvement to the current | Withi N/A Based
ement um business transactional process, |[n 24 on
which will bring in benefits to | hours priority
the current situation. CR list
Examples:
1. Improvement to an existing
feature
6 | New Low Low New feature to the solution, | Withi N/A Based
Feature which could bring benefits in | n 48 on
the long run and need to be | hours priority
prioritized for future releases. CR list
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Examples:
1. Introduction of new feature
4. Penalty calculations
Priority Response Time Penalty Resolve Time Penalty Fee
Fee -
(Respond to the incident) (Permanent fix)
1 If the wvendor fails to | If the vendor fails to resolve the
respond to the incident | incident 02 hours from the time
within 15 min from the | incident reported, “resolve time
time incident reported, | penalty fee” will be LKR 20000 per
“response time penalty fee” | incident. For every 30 minutes delay
will be LKR 5000 per | to resolve the incident or part thereo
incident. This penalty fee | beyond the first 30 minutes, pen
will be imposed only once | fee will be LKR 4000 per incident.
per incident.
Example:
Example: If the resolution of nt) + LKR 200,000 (fourth) =
If the vendor responded to | after 2 hours, “re LKR 20,000 (for the additional two
an incident after 2 hours, | fee” will be LKR incidents occurred).
still “response time penalty | min) + LKR 4000
fee” will be LKR 5000 | min) + Lk )
only. min) +
min
aft
2 If the wvendor fails to resolve the | If there are more than three incident
respond to the inci t wi 4 hours from the time | per month, for every additional
within 30 min fro ed, “resolve time | incident, there will be a penalty fee of
time incident nalty fee” will be LKR 4000 per | LKR 100,000 per incident,
“response time penalty ident. For every 1-hour delay to | irrespective those incidents are met
will be L the incident or part thereof | with SLA or not.
incident. This ond the first 1 hour, penalty fee
impo Il be LKR 3000 per incident.
onse time penalty
1 be LKR 2000

5. Experience and Financial Capability in similar assignments:

e The Firm should have minimum three (03) years’ experience on providing similar
services and the average annual turnover should be more than LKR 25 Million in

last five years.

e Prospective bidder shall have successfully completed minimum three projects
of similar nature and capacity during last five years.

6. Additional Requirements on the proposed Firm

e A majority of the senior staff members nominated should have worked as a
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team in delivering a successfully implemented e-Government solution,
which is currently operational on LGC/LGN.

Note that, this is a mandatory requirement is in addition to the skill requirements
for each individual staff member.

e Mandatory Sprint Reviews will be held at the end of each Sprint.
7. Non-Disclosure Agreement:

Page 54 of 89
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8. Payment Terms: Payment will be made on a monthly basis upon the submission of the

time sheets to the Client

S/ Milestone

Acceptance
criteria/
Deliverables

Timelines

Payment Terms

1 | Commencement

Signed agreement

Contract Sign-

Date (T) off +7 days = (T)
2 | Implementation | Acceptance of the | T + 2 weeks
Completion Operation
Acceptance
Testing
3 | Creation of the | Successful T + 1 month
first batch of operation of the
2,500 IDs first 2,500 email

and collaboration
tools accounts

4 | Creation of the
second batch of
2,500 IDs

Successful
operation of the
second 2,500
email and
collaboration
tools accounts

T + 1.5 months

5 | Creation of the
third batch of
2500 IDs

Successful

operation of the
third 2500 emai
and collab

6 | Creation of the
fourth batch of
2500 IDs

T + 2.5 months

7 | Creation 0
fifth batch'o

T + 3 months

50 000 email
d collaboration
tools accounts
** Shoul completed by the bidder
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9. Payment schedule

S/ Milestone Acceptance Timelines Payment Schedule
N criteria/
Deliverables
1 | Commencement | Signed agreement | Contract Sign- Initial set up + resource
Date (T) off +7 days = (T) | allocation for 20%
2 | Implementation | Acceptance of the | T + 2 weeks 10%
Completion Operation
Acceptance
Testing
3 | Creation of the | Successful T + 1 month 10%
first batch of operation of the
2,500 IDs first 2,500 email
and collaboration
tools accounts
4 | Creation of the | Successful T+ 1.5 months | 109
second batch of | operation of the
2,500 IDs second 2,500
email and
collaboration
tools accounts
5 | Creation of the | Successful T + 2 mont 109
third batch of operation of the
2500 IDs third 2500 email
and collaboratio
6 | Creation of the 5 ths | 10%
fourth batch of
2500 IDs
7 | Creation of the T + 3 months 20%
fifth batch Q
5000 IDs
8 | Fimal Stage 10%

for all e-mail

** Should be completed by the bidder
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2. Delivery and Completion Schedule

Milestone

Acceptance criteria/
Deliverables

Timelines

Commencement Date (T)

Signed agreement

Contract Sign-off +
=(T)

Implementation
Completion

Acceptance of the Operation
Acceptance Testing

T + 2 weeks

Creation of the first batch
of 2,500 IDs

Successful operation of the
first 2,500 email and
collaboration tools accounts

Creation of the second
batch of 2,500 IDs

Successful operation of the
second 2,500 email and
collaboration tools acgou

Creation of the third batch
of 2500 IDs

Successful operatigffof the
third 2500 emailéa@nd
collaboration too nts

Creation of the fourth ati the T + 2.5 months
batch of 2500 IDs

ounts
Creation of the fifth batch of the T + 3 months

of 5000 IDs
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Section V - Schedule of Requirement 5-59

3.  Technical/Functional Specifications

The Technical/Functional specifications should be provided in the following format. The bidder shall fill
the columns 3 and 4. Bidder’s failure to provide the information requested in the columns 3 and 4 may be
a reason for the rejection of the bid. If any discrepancy is observed between the information provided by
the bidder in the columns 3 and 4 and the other technical/functional information attached to the bid, the
information provided herein shall take precedence.

1) General Compliance

Bidder’s
Offer
(Briefly
SIN Requirement Describe)
1) ) ®)
01. | Bidder should provide proposed solution s

Software as a Service model

02. | The proposed solution should support over
15,000 mail boxes

03. | Bidder must have certified OEM Engine
(for the proposed email solution) (a
3) on company permanent payroll

04. | Bidder must have similar proj

05. | Bidder should make sure Prepaos
availability 99.9 % per year.

06. | Bidder shall respansible te
configuring up o
firmware,

07. | Bi U Station and support

08.

as requirements and
ust be used only as guidance
rables and not as a limiting
provide additional information
required that may not be listed here.

09. | Bidder should use their experience and
best practices approach to provide any and
all required information related to the
assignment, beyond the items listed in this
document if appropriate.
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Section V - Schedule of Requirement

5-60

S/N

Bidder's Specification

Requirement

Bidder’s
Offer
(Briefly
Describe)

Compliance with the
Specifications
requested
Complied / Not
Complied

10.

Bidder shall allocate qualified dedicated
personnel or team 24x7 to directly
communicate with Ministry technical team
to resolve all technical issues and carry out
technical improvements.

11.

The proposed solution shall be able to
delegate  administration functions to
domain level. (E.g. domain admin should
be able to manage user life cycle)

12.

Upon the completion of  the
implementation, Ministry technical team
will be carrying out site inspection and the
UAT, OAT.

After completion of the UAT, OAT bidder
should provide the recommendation for
services operation.

&

13.

Bidder shall complete the implementa
according to the Ministry’s
within an agreed time perio

14

15.

em or public cloud-
ith all the accounts &

16.

Bidder shall ensure periodical checkups to
support live operations comply with the
defined technical standards, security
policies, procedures and with government
regulations.

Page 60 of 89



Section V - Schedule of Requirement

5-61

Bidder's Specification

Compliance with the

Bidder’s nee
SIN Requirement Offer Spgggg?:elgns

(Brle_fly Complied / Not

Describe) Complied
17. | The bidder shall provide ongoing support

and maintenance of the implemented
solution to cover the security aspects
including signature updates, threats etc.

18.

The bidder shall provide ongoing support
and maintenance of the implemented
solution to cover the post implementation
bugs, errors, upgrades, patches and/or any
support requested by the institute.

19.

Bidder must procure required SSL
certificates on behalf of the Ministry

20.

The bidder must agree to provide support
and maintenance for at least three (03)
years post implementation and shall adhere
to SLA stipulated under 3.8

21.

Bidder shall be responsible to p
following documents.
7. Detailed low-Level Degign

8. Physical architectu lagram
reports
9. As-built docum

10. Troubleshegting for

s with readable format.
provide required printed
and when required.

sheets should be publicly
available and accessible
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Section V - Schedule of Requirement

2.0 Email Solution

S/N

Feature

Messaging Server

Bidder
response
(Yes/ No)

Comments

2.1

Details of the Enterprise Messaging Server: Application
Name, Version, date of release of proposed version, date
of release of next wversion, application/product
development path, etc.

2.2

product history.

2.3

Should be able to support and enable users to connect
using the desktop / thick mail clients like MS O
Lotus Notes, Mozilla Thunder Bird, EvolutiongO
Express using industry standard prg
POP3/IMAP/HTTP/SMTP  over
channels.

The proposed solution must have been in the global V
market for the last 10+ years period continuously.

Product Deployment model should support On-premises,

Public, Private or Hybrid cloud. Please indicate the &

2.4

platforms. The solution pr
capability to run on a wide

2.5

have the capability of
rdware platforms. The
ide software on different
bility to run Docker/Kubernetes
n-Premises deployments as well
aployments.

The solution propos
running on a<wi

2.6

iple domains on a single system.

2.7

MOod

2.8

Should support transaction logging database to increase
reliability and faster recovery.

2.9

Should support recovery or restoration of single mailbox
without impacting / downtime for other users in online
and offline mode.

Page 62 of 89



Section V - Schedule of Requirement

5-63

Bidder Comments
S/IN | Feature response
(Yes/ No)
2.10 | Should support storage of any file format and should
allow users to upload and download content from the
messaging system.
2.11 | Should support full-text search including scheduled
indexing for faster search capabilities from the messaging
client.
2.12 | Should support option of retaining mails even after
deletion for a certain period of time. Should also support
the option for restoration from a backup.
2.13 | The messaging store should support Server and Client-
side rules.
2.14 | Should be capable of scheduling message delivery b
date and time both by user and administrator.
2.15 | Should support unlimited number of user mailbo
message store database.
2.16 | Should support hosting multiple message sto
of unlimited size on the same physical serv,
2.17 | Should support features like Notice Boar
Board or forums along with a feature
Also, these stores should suppo
variety of permission set.
2.18 | Should support online mai
can be scheduled. Sho
mailboxes to active me
2.19 | Should support inc ckups and point in time
restore of transaction
2.20 | Should suppo i g sub-systems by role

(like protocol, age, directory database,

2.21

igh availability clustering like active-
ctive-active. Explain the merits of each
approach with hardware and bandwidth

2.22 | Should support clustering across operating systems.

2.23 | Should be able to specify data which needs to be
clustered.

2.24 | Should be able to cluster servers with different hardware
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Section V - Schedule of Requirement

5-64

and software configurations.

Bidder Comments
S/IN | Feature response
(Yes/ No)
2.25 | Should provide minimum 1GB e-mail box capacity for
each user with mail box expandability support up to 10
GB per user
2.26 | Should provide integration with Microsoft Active
Directory and Microsoft Active Directory Federation
Services (ADFS) or any other IAM system for single sign
on and authentication
2.27 | The proposed solution shall be integrated with external
identify platform WSO2, for user authentication and
authorization with the following:
- SAML2 Web SSO
- 0Auth/Open ID Connect
3.0 | Message De-duping
3.1 | Message De-duping: The System should
attachments sent in the messages addresset
recipients in to each mailbox in the sys
3.2 | Solution should support de-d
attachment objects that haveni b
specified number of days. JTh
reduce the amount of data
de-duping. It can also
incremental file one for "mail messaging
platform.
4.0
4.1 to and manual recovery of the
e active messaging system with
y Server.
4.2 prowde an easy way for recovery of

5.0

5.1

of the Thick Mail Client application provided
along with the Messaging Server. Also, provide version
and release details of the application. Thick client should
be provided by the OEM along with the Messaging
Server at no additional cost.

5.2 | Specify other thick clients are supported by the
messaging server
5.3 | protocols should also work over secure communication
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Section V - Schedule of Requirement

5-65

channels.
Bidder Comments

SIN | Feature response

(Yes/ No)

5.4 | Data sent over the network can be compressed for more
efficient network utilization.

5.5 | Allow multiple people to share a single PC. The thick
mail client software should have features for creating
multiple-user profiles on a single PC with separate
message stores, allowing users to access their personal
data securely while sharing common resources.

5.6 | Roaming user - allow users to have their person
information, welcome page, bookmarks, address book
preferences, journal, user dictionary — anywhere t
working.

5.7 | Should support multiple archive policies an
Save valuable contents and retrieve
are needed.

5.8 | Group Calendaring - A
user’s calendar. Can c /decline meeting
invitations. Auto Agge :

5.9

5.10

5.11

Box Delegation.

6.0

6.1

alendar/Contact services should be
aiusing 3G/4G/5G enabled mobile devices for

6.2 | List of the devices supporting the mobile client (if any).
6.3 | The Mobile Access should have support for accessing
mails from iOS / Android Mobile Enabled Devices.

6.4 | The Mobile component of the messaging solution should

support the functionality to remotely wipe all data from
devices.
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Section V - Schedule of Requirement 5-66

6.5 | The Mobile Component should have features which can
control features without the use of additional software
like limit number of devices, control camera, limit copy
and paste, encrypt local storage and also whitelist
software for attachments etc. Please provide a list of
supported functionalities

Bid Co nts
SIN Feature re se
No)

7.0 | Web Interface

7.1 | All Web mail functionality should be accessible through al
major browsers like: Chrome. Mozilla Firefox, Edge. Pravi
list of supported browsers.

7.2 | The Web interface automatically updates to displa
other updates (without refreshing the bro
intervention).

7.3 | Ability to delegate access to mail files z
level of access needs to be provided.

7.4 | Ability to view attachments

7.5 User should be able to cus
webmail interface.

7.6 | User should be able to_ sele@ ority of'the follow-up (low,
normal, urgent), indica agflag in the inbox. Additionally,
user should be capable o ingdan alarm as a reminder of a
follow-up actio i ail for follow-up on the day
prior to an import eadline. Reminder alarms are

afi helping to increase operational
ation.

1.7

7.8 eb Mail feature should also allow for Mails to be
nd sent when disconnected from the network and
nnectivity resumes the message should be automatically

sent to the server without user intervention.

8.0 | PKI Services

8.1 | The Messaging Solution should provide for PKI services (issuing
certificates to users, authenticating certificates) using a local
certificate authority.
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Section V - Schedule of Requirement 5-67

8.2 | PKI Services should provide infrastructure to enable Secure
Messaging (S/MIME) capability and integration with the
messaging system.

8.3 | The Certificate Authority must be able to be signed by a CA
compliant to open standards such as x.509v3.

8.4 | Support for 2 key pairs to individually support digital signing and
encryption.
8.5 | Key pair generation, Certificate request and Retrieval of
certificates must be done automatically with minimal user
intervention.

8.6 | The PKI system should be available to all clients — Desktop,
Laptop, Web based and Mobile clients.

Bidde Co ts
SIN Feature re se
No)

9.0 | Administrative Features for Mail Messaging System

9.1 | The system administrator should be able to start, stop, resta
software components without the shutdown of underlying
hardware component.

9.2 | System administrator should be able to delegate
on the basis of users.

10.0 | Monitoring

10.1 | Self-monitoring capabilities to moni
resources. Service monitoring a
control programs to prevent i
messaging queues for stuck/j3
10.2 | Self-healing capabilities tag€fean ug

10.3 | Ability to monitor servi¢ te servers allowing cross site
monitoring within the netw@

10.4 | Enterprise Conso d server setup (enterprise
setup), it ma dtely monitor the servers from a
0 view the consoles of selected other
sole. The activity event log on the
the consolidated event statements of the
and the master server.

Servers
master

ity shall have comprehensive set of security features
es inbound and outbound defenses against latest

ocking, DNS RBL verification, IP Reputation filtering,
anti-spoofing.

11.2 | Proposed solution shall have ability to validate incoming emails
through DKIM, DMARC

11.3 | Proposed solution shall provide options for end users to report
SPAM and malicious emails
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Section V - Schedule of Requirement 5-68
11.4 | Should provide integrated PKI as a foundation for numerous
security features, including: digital signatures and encryption;
granular access control -- down to the individual field level; local
data encryption; and trust relationships in multi-organization and
Extranet applications.
11.5 | SSL (PKI) support to secure the client and server communication
116 | The Mail Messaging Solution should have support for
following authentication mechanisms:
*Smart Cards, Biometrics, USB, Tokens
Certificate based Authentication
Bidder pComiments
SIN Feature on7e
No
11.7 | The Mail Messaging Solution should have support for Public Key
Infrastructure- signing and verification using digital certifi
11.8 | Should support encryption for all
including local store of data. Local Store en
customizable for various levels of encryption re
details
11.9 | Should provide inbuilt support for digi
11.10 | Solution should offer Hierarc

It should also support definifi

1111

12.0

121

12.2

12.3

12.4 ed Cluster Solution Should provide flexibility for
moving servers in the cluster as needed without
cluster or applications offline

125 osed Clustering Solution has to be based on application

level clustering without the need for specialized software

12.6 | The Proposed Cluster Solution should have Extensive scalability.

Cluster nodes could be added and removed as business needs
change.

12.7 | The proposed cluster solution should have the capability of

replicating data across operating systems without the need of
expensive data replication software.
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Section VI - General Conditions of 6-69

Section VI - General Conditions of Contract

Page 69 of 89



Section VI - General Conditions of 6-70

1.  Definitions 1.1 The following words and expressions shall have the meanings
hereby assigned to them:

(@) “Contract” means the Agreement entered into between the Purchaser
and the Supplier, together with the Contract Documents referred to
therein, including all attachments, appendixes, and all documents
incorporated by reference therein.

(b)  “Contract Documents” means the documents listed in the Agreement,
including any amendments thereto.

()  “Contract Price” means the price payable to the Suppligtha
in the Agreement, subject to such additions and adjust
or deductions therefrom, as may be made pursuant to the

(d) “Day” means calendar day.
() “Delivery” means the transfer of the

Purchaser in accordance with the t
Contract.

(f)

“Completion” means the fi

ated Services” means the services incidental to the supply of the
ds, such as insurance, installation, training and initial maintenance
her similar obligations of the Supplier under the Contract.

C” means the Special Conditions of Contract.

“Subcontractor” means any natural person, private or government
entity, or a combination of the above, including its legal successors or
permitted assigns, to whom any part of the Goods to be supplied or
execution of any part of the Related Services is subcontracted by the
Supplier.

(m)  “Supplier” means the natural person, private or government entity, or
a combination of the above, whose bid to perform the Contract has
been accepted by the Purchaser and is named as such in the
Agreement, and includes the legal successors or permitted assigns of
the Supplier.

(n)  “The Site,” where applicable, means the place named in the SCC.
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Section VI - General Conditions of 6-71

2. Contract 2.1 Subject to the order of precedence set forth in the Agreement, all documents forming
Documents the Contract (and all parts thereof) are intended to be correlative, complementary,
and mutually explanatory.
3. Fraud and (@ The Government of Sri Lanka requires the Purchaser as well as bidders,
Corruption suppliers, contractors, and consultants to observe the highest standard of
ethics during the procurement and execution of such contracts. In pursuit
of this policy:

0] “corrupt practice” means offering, giving
soliciting, directly or indirectly, of anything of Va
the action of a public official in the procurem
contract execution;

(ii) “fraudulent practice” means a
facts in order to influenc
execution of a contract;

(i) “collusive practice” means a
two or more bid i
Purchaser to
levels; and

(iv) rming or threatening to harm,

or their property to influence their

4. Interpretation 4.1
4.

ontract constitutes the entire agreement between the Purchaser and the
ier and supersedes all communications, negotiations and agreements
written or oral) of the parties with respect thereto made prior to the
of Contract.

Amendment

No amendment or other variation of the Contract shall be valid unless it is
in writing, is dated, expressly refers to the Contract, and is signed by a duly
authorized representative of each party thereto.

4.4 Severability

If any provision or condition of the Contract is prohibited or rendered
invalid or unenforceable, such prohibition, invalidity or unenforceability
shall not affect the validity or enforceability of any other provisions and
conditions of the Contract.

5. Language 5.1  The Contract as well as all correspondence and documents relating
to the Contract exchanged by the Supplier and the Purchaser, shall be
written in the language specified in the SCC. Supporting documents and
printed literature that are part of the Contract may be
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in another language provided they are accompanied by an accurate
translation of the relevant passages in the language specified in the SCC, in
which case, for purposes of interpretation of the Contract, this translation
shall govern.

5.2 The Supplier shall bear all costs of translation to the governing language
and all risks of the accuracy of such translation.

Joint Venture 6.1 If the Supplier is a Joint Venture all of the parties shall be jointly and

Eligibility

Notices

Governing Law

Settlement of
Disputes

of
Sup

severally liable to the Purchaser for the fulfillment of the provision the
Contract and shall designate one party to act as a leader with autho 0
bind the Joint Venture. The composition or the constitution of the Jo

Venture shall not be altered without the prior consent of the P

7.1 All goods supplied under this contract shall be complie
applicable standards stipulated by the Sri Lanka S
absence of such standards, the Goods supplied
internationally accepted standards, such as Briti

8.1 Any Notice given by one party to the otl
shall be in writing to the address specifi
writing” means communicated in vyai form

8.2 i otice’s effective date,

9.1 The Contract shall be

10.1 shall make every effort to resolve amicably

pany disagreement or dispute arising between

10.2 resolve such a dispute or difference by mutual
days from the commencement of such consultation,
ty may require that the dispute be referred for resolution to the

anisms specified in the SCC.
tanding any reference to arbitration herein,

the parties shall continue to perform their respective obligations under
the Contract unless they otherwise agree; and

(b) the Purchaser shall pay the Supplier any monies due the Supplier.

11.1  Subject to the SCC, the Goods and Related Services to be supplied shall be
as specified in Section V (Schedule of Requirement).
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12. Delivery
13. Supplier’s
Responsibilities
14. Purchaser’s
Responsibilities
15. Contract Price
16. Terms of
Payment
17. Taxes and
Duties
18. Perfi
Sec

121

131

141

151

16.1

16.2

18.2

18.3

18.4

Subject to GCC Sub clause 33.1, the Delivery of the Goods and

Completion of the Related Services shall be in accordance with the
Delivery and Completion Schedule specified in the Section V (Schedule of
Requirement). The details of shipping and other documents to be furnished
by the Supplier are specified in the SCC.

The Supplier shall supply all the Goods and Related Services included in the
Scope of Supply in accordance with GCC Clause 11, and the Delivery and
Completion Schedule, as per GCC Clause 12.

Whenever the supply of Goods and Related Services requires the
Supplier obtain permits, approvals, and import and other from
public authorities, the Purchaser shall, if so required by th ma
its best effort to assist the Supplier in complying with such i

a timely and expeditious manner.

prices quoted by the Supplier in its
adjustments authorized in the SCC.

The Supplier yment gshall be made to the Purchaser in
writing, accompani voices cribing, as appropriate, the Goods
delivered 3 rmed, and by the documents submitted

upon fulfillment of all the obligations

The Supplier shall, within 14 days of the notification of Contract award,
provide a Performance Security for the due performance of the Contract in
the amounts and currencies specified in the SCC.

The proceeds of the Performance Security shall be payable to the Purchaser as
compensation for any loss resulting from the Supplier’s failure to complete its
obligations under the Contract.

The Performance Security shall be in Sri Lankan Rupees, and shall be in one
of the forms stipulated by the Purchaser in the SCC, or in another form
acceptable to the Purchaser.

The Performance Security shall be discharged by the Purchaser and
returned to the Supplier not later than 28 days following the date of
completion of the Supplier’s performance obligations under the Contract,
including any warranty obligations, unless specified otherwise in the SCC.
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19. Copyright 19.1 The copyright in all drawings, documents, and other materials
containing data and information furnished to the Purchaser by the Supplier
herein shall remain vested in the Supplier, or, if they are furnished to the
Purchaser directly or through the Supplier by any third party, including
suppliers of materials, the copyright in such materials shall remain vested in
such third party.

20. Confidential 20.1 The Purchaser and the Supplier shall keep confidential and sh
Information without the written consent of the other party hereto, divulge to an

indirectly by the other party hereto in connection with the Co
such information has been furnished prior to, during
completion or termination of the Contract. Notwithstaggi
Supplier may furnish to its Subcontractor such doc

Supplier shall obtain from such Subc
confidentiality similar to that imposed o
20.

20.2 The Purchaser shall not use such nd other information
ed to the Contract.
documents, data, and other
ny purpose other than the

Similarly, the Supplier
information received fr
design, procurement,
performance of thg
20.3 The above pfe 20 shall not in any way modify any
iven by either of the parties hereto prior to

20.4 ause 19 shall survive completion or termination,

the Contract.

21. Subcontracting

shall notify the Purchaser in writing of all subcontracts

er the Contract if not already specified in the Bid.
cting shall in no event relieve the Supplier from any of its
obligations, duties, responsibilities, or liability under the Contract.

bcontracts shall comply with the provisions of GCC Clauses 3 and 7.

.1 Technical Specifications and Drawings

(@ The Supplier shall ensure that the Goods and Related Services
comply with the technical specifications and other provisions of the
Contract.

(b)  The Supplier shall be entitled to disclaim responsibility for any
design, data, drawing, specification or other document, or any
modification thereof provided or designed by or on behalf of
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23. Packing and

24,

25. Transportatio

26.

Documents

Insurance

Insp
nd

22.2

231

23.2

26.2

the Purchaser, by giving a notice of such disclaimer to the
Purchaser.

(c) The Goods and Related Services supplied under this Contract shall
conform to the standards mentioned in Section V (Schedule of
Requirement)and, when no applicable standard is mentioned, the
standard shall be equivalent or superior to the official standards
whose application is appropriate to the country of origin of the
Goods.

Wherever references are made in the Contract to codes and st
accordance with which it shall be executed, the edition or the
version of such codes and standards shall be those speci i
V (Schedule of Requirement). During Contract execution
any such codes and standards shall be applied o
Purchaser and shall be treated in accordance wi

The Supplier shall provide such packi
prevent their damage or deteriorati

sufficient to withstand, without limitatio
extreme temperatures, salt an ipitati
size and weights shall
remoteness of the fina

ion within and outside the packages
| requirements as shall be expressly
uding additional requirements, if any,
any other instructions ordered by the

Isition, transportation, storage, and delivery, in accordance with the
ble Incoterms or in the manner specified in the SCC.

ess otherwise specified in the SCC, obligations for transportation
Goods shall be in accordance with the Incoterms specified in Section
V (Schedule of Requirement).

The Supplier shall at its own expense and at no cost to the Purchaser carry
out all such tests and/or inspections of the Goods and Related Services as
are specified in Section V (Schedule of Requirement).

The inspections and tests may be conducted on the premises of the Supplier
or its Subcontractor, at point of delivery, and/or at the final destination of
the Goods, or in another place in the Purchaser’s country as specified in the
SCC. Subject to GCC Sub clause 26.3, if conducted on the premises of the
Supplier or its Subcontractor, all reasonable facilities and assistance,
including access to drawings
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26.3

26.4

26.5

26.6

26.7

27. Liquida
Damage

and production data, shall be furnished to the inspectors at no charge to the
Purchaser.

The Purchaser or its designated representative shall be entitled to attend the
tests and/or inspections referred to in GCC Subclause 26.2, provided that
the Purchaser bear all of its own costs and expenses incurred in connection
with such attendance including, but not limited to, all traveling and board
and lodging expenses.

Whenever the Supplier is ready to carry out any such test and inspection, it

ch rejected Goods or parts thereof or make
e specifications at no cost to the Purchaser,

pt as provided under GCC Clause 32, if the Supplier fails to deliver any
or all of the Goods or perform the Related Services within the period
specified in the Contract, the Purchaser may without prejudice to all its
other remedies under the Contract, deduct from the Contract Price, as
liquidated damages, a sum equivalent to the percentage specified in the
SCC of the Contract Price for each week or part thereof of delay until actual
delivery or performance, up to a maximum deduction of the percentage
specified in the SCC. Once the maximum is reached, the Purchaser may
terminate the Contract pursuant to GCC Clause 35.
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28. Warranty

29. Patent
Indemnity

28.1 The Supplier warrants that all the Goods are new, unused, and of

28.2

28.3

28.4

28.5

28.6

29.1

the most recent or current models, and that they incorporate all recent
improvements in design and materials, unless provided otherwise in the
Contract.

Subject to GCC Subclause 22.1, the Supplier further warrants that the
Goods shall be free from defects arising from any act or omission of the
Supplier or arising from design, materials, and workmanship, under normal
use in the conditions prevailing in the country of final destinatio

or for 18 months after the date of shipment or |
origin, whichever period concludes earlier.

The Purchaser shall give Notice to the
such defects together with all avai

Upon receipt of such Noti
in the SCC, expeditiou

action as may be necessary, at the
ithout prejudice to any other rights which
inst the Supplier under the Contract.

ubject to the Purchaser’s compliance with GCC Subclause
hold harmless the Purchaser and its employees and officers
nd against any and all suits, actions or administrative proceedings, claims,
nds, losses, damages, costs, and expenses of any nature, including
’s fees and expenses, which the Purchaser may suffer as a result of any
ent or alleged infringement of any patent, utility model, registered
, trademark, copyright, or other intellectual property right registered or
otherwise existing at the date of the Contract by reason of

(&) the installation of the Goods by the Supplier or the use of the Goods
in the country where the Site is located; and

(b) the sale in any country of the products produced by the Goods.
Such indemnity shall not cover any use of the Goods or any part thereof

other than for the purpose indicated by or to be reasonably inferred from the
Contract, neither any infringement resulting from
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29.2

29.3

294

29.5

30. Limitation of 30.1
Liability

the use of the Goods or any part thereof, or any products produced thereby
in association or combination with any other equipment, plant, or materials
not supplied by the Supplier, pursuant to the Contract.

If any proceedings are brought or any claim is made against the Purchaser
arising out of the matters referred to in GCC Subclause 29.1, the Purchaser
shall promptly give the Supplier a notice thereof, and the Supplier may at
its own expense and in the Purchaser’s name conduct such proceedings or
claim and any negotiations for the settlement of any such proceedings or
claim.

If the Supplier fails to notify the Purchaser within 28 days after receipt
such notice that it intends to conduct any such proceedings i

ingement or alleged
infringement of any pat ili registered design, trademark,
copyright, or other i
existing at the date of the

of use, loss of production, or loss of profits or interest costs,
vided that this exclusion shall not apply to any obligation of the
ier to pay liquidated damages to the Purchaser and

aggregate liability of the Supplier to the Purchaser, whether
under the Contract, in tort, or otherwise, shall not exceed the amount
specified in the SCC, provided that this limitation shall not apply to
the cost of repairing or replacing defective equipment, or to any
obligation of the Supplier to indemnify the Purchaser with respect to
patent infringement.

31.§ Change in 31.1 Unless otherwise specified in the Contract, if after the date of the Invitation for

s and
R .

Bids, any law, regulation, ordinance, order or bylaw having the force of law
is enacted, promulgated, abrogated, or changed in the place of the
Purchaser’s country where the Site is

Page 78 of 89



Section VI - General Conditions of 6-79

located (which shall be deemed to include any change in interpretation or
application by the competent authorities) that subsequently affects the
Delivery Date and/or the Contract Price, then such Delivery Date and/or
Contract Price shall be correspondingly increased or decreased, to the
extent that the Supplier has thereby been affected in the performance of any
of its obligations under the Contract. Notwithstanding the foregoing, such
additional or reduced cost shall not be separately paid or credited if the
same has already been accounted for in the price adjustment provisions
where applicable, in accordance with GCC Clause 15.

32. Force Majeure 32.1 The Supplier shall not be liable for forfeiture of its Performance
Security, liquidated damages, or termination for default if and to the nt
that its delay in performance or other failure to perfo
under the Contract is the result of an event of Force Majeu

32.2  For purposes of this clause, “Force Majeure”
beyond the control of the Supplier that is
and its origin is not due to negligence
Supplier. Such events may include,
Purchaser in its sovereign capacit
epidemics, quarantine restrictions, and

32.3 If a Force Majeure situati
Purchaser in writing
otherwise directed b

33. Change Orders 331
and Contract
Amendments

under the” Contract are to be specifically manufactured for the
Purchaser;

method of shipment or packing;

the place of delivery; and

the Delivery and Completion Schedule, or both, and the Contract shall
accordingly be amended. Any claims by the Supplier for adjustment under
this Clause must be asserted within 28 days from the date of the Supplier’s
receipt of the Purchaser’s change order.

the Related Services to be provided by the Supplier.
33.2 If any such change causes an increase or decrease in the cost of, or the time
required for, the Supplier’s performance of any provisions under the
Contract, an equitable adjustment shall be made in the Contract Price or in
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34. Extensions of
Time

35. Termination

33.3

33.4

34.1

34.2

35.1

Prices to be charged by the Supplier for any Related Services that might be
needed but which were not included in the Contract shall be agreed upon in
advance by the parties and shall not exceed the prevailing rates charged to
other parties by the Supplier for similar services.

Subject to the above, no variation in or modification of the terms of the
Contract shall be made except by written amendment signed by the parties.

If at any time during performance of the Contract, the Supplier or its

Supplier shall promptly notify the Purchaser in writing of
Iikely duration and its cause. As soon as practicable after

Except in case of Force Majeure, as provide
by the Supplier in the performance i

Termination for Default

(@ The Purchaser, with dice togany other remedy for breach of
Contract, by the Supplier, may terminate the

lier fails to perform any other obligation under the
Contract.

e Supplier, in the judgment of the Purchaser has engaged in
fraud and corruption, as defined in GCC Clause 3, in competing
for or in executing the Contract.

In the event the Purchaser terminates the Contract in whole or in part,
pursuant to GCC Clause 35.1(a), the Purchaser may procure, upon
such terms and in such manner as it deems appropriate, Goods or
Related Services similar to those undelivered or not performed, and
the Supplier shall be liable to the Purchaser for any additional costs
for such similar Goods or Related Services. However, the Supplier
shall continue performance of the Contract to the extent not
terminated.
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35.2

35.3

36. Assignment

Termination for Insolvency

The Purchaser may at any time terminate the Contract by giving Notice to
the Supplier if the Supplier becomes bankrupt or otherwise insolvent. In
such event, termination will be without compensation to the Supplier,
provided that such termination will not prejudice or affect any right of
action or remedy that has accrued or will accrue thereafter to the Purchaser.

Termination for Convenience

(@) The Purchaser, by Notice sent to the Supplier,

Notice of termination shall specify that

Purchaser’s convenience, the extent to i
Supplier under the Contract is termi
such termination becomes effective,

(b)

pleted Goods and Related Services and
previously procured by the Supplier.
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Section 7 - Special Conditions of Contract

The following Special Conditions of Contract (SCC) shall supplement the General Conditions of Contract
(GCC). Whenever there is a conflict, the provisions herein shall prevail over those in the GCC.

GCC1l1

The Purchaser is:

Ministry of Public Administration, Home Affairs, Provincial Councils and Local
Government.

GCC5.1

Language is English

GCC6.1

Joint ventures are allowed but all JV partners should be Sri Lankan.

In case primary bidder unable to provide hosting faciliti
partnership with reputed hosting provider to meet compli
under section 16.6

GCC8.1

The language shall be: English

GCC9.1

GCC 10.2

GCC111

Any party may declare a
the specifics of the matt S
receipt of such noticega se ative of each party not involved with the day-1

day operation shal resolve the Dispute.

e for Commercial Mediation to an expert mediator nominated by
f Commerce in terms of the Commercial Mediation Centre of Sri

er party may refer the dispute to a court of competent jurisdiction.

nd identification number of the Contract is “Procurement of An
ail Solution for Institutions Under the Ministry of Public

stration, Home Affairs, Provincial Councils and Local Government”
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GCC 16.4 The currencies for payments shall be: Sri Lankan Rupees

GCC18.1 The supplier shall provide a Performance Security. This shall be an amount equal to ten (10)
percent of the contract price (excluding VAT). Performance Security shall be submitted within
14 days of the notification of the contract award from the purchaser and it shall be valid up to 28
days following the date of Compilation of the Supplier’s performance obligations under the
contract, including any warranty obligations.

GCC 18.3 The forms of acceptable Performance Security are: Format of the Performance Security
in the Section VIII.

GCC27.1 The applicable rate for liquidated damages for delay shall be: The liq
0.5% of the contract price per week or part of week thereof.

GCC27.1 The maximum amount of liquidated damages shall be: Ten otaPcontract
price.

GCC 28.3 The period of validity of the Warranty shall be: Three (03) rehensive

warranty.
GCC 30.1 (b) The amount of aggregate liability shall9gi 100%¢0Fthe To

&
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Section 8 - Contract Forms

Table of Forms

NOtIfication OF AWAId ......oooeeieeeeee

CONLraCt AQrEEIMENT .....cciii ittt

Performance SECUNILY .......covevviieiie e

Advance Payment Security
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Notification of Award

---- on letterhead of the purchaser ----

Letter of Acceptance

Subject: ... Notification of Award Contract No. .........

This is to notify you that your Bid dated . . . . date . . . . for execution of the
contract and identification number, as given in the Bid Data Sheet ...............

You are requested to furnish the Performance Security within
Contract, using for that purpose the Performance Security
the Bidding Document.

ance with the Conditions of
ion 8 (Contract Forms) of

Authorized Signature: ................ocoell
Name and Title of Signatory: .......... 407 ............

NAME OF AZENCY: . onininiitiine e i e e e et e ettt et et ettt et et e et e e ettt et et e et e e eaenaeee

Attac “Cont A ment
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Contract Agreement

THIS AGREEMENT made on the [insert date] day of [insert month], [insert year], between [insert complete
name of the Purchaser] of [insert complete address of the purchaser] (hereinafter “the Purchaser”), of the one
part, and [insert complete name of the supplier] of [insert complete address of the supplier] (hereinafter
“the Supplier”), of the other part:

WHEREAS the Purchaser invited Bids for certain Goods and Related Services, viz., [insert brief
description of the goods and related services] and has accepted a Bid by the Supplier for the supply of
those Goods and Related Services in the sum of [insert currency or currencies and amount of contr: rice in
words and figures] (hereinafter “the Contract Price”).

NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:

1. In this Agreement, words and expressions shall have the same meanings as ar 1g
them in the Contract referred to.
2. The following documents shall be deemed to form and be re construe t of this

Agreement, viz.:

(@ the Letter of Acceptance;
(b)  the Price Bid Submission Sheet and the Price Sch mit the Supplier;
(c) the Technical Bid Submission Sheet submitted
(d)  the Special Conditions of Contract;
(e) the General Conditions of Contract;
()  the Schedule of Supply; and

(g) any other documents shall be added here.

This Contract shall prevail over a
inconsistency within the Contr,
above.

ents. In the event of any discrepancy or
he documents shall prevail in the order listed

eof the parties hereto have caused this Agreement to be executed in accordance with the
name of country] on the day, month and year indicated above.

authorized signature for the purchaser] (for the Purchaser) Signed

thorized signature for the supplier] (for the Supplier)

1 Tables of Adjustment Data may be added if the contract provides for price adjustment (see GCC 15).
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Performance Security

Bank’s name, and address of issuing branch or office 1

Beneficiary: .......ccoeevvvvveinninnnn, insert name and address of the purchaser ..........ccccceevvivncecenn,

DAate: cuevieieiniiiiiieiecreeieiececnrnenenns insert date (as day, month, and YEar) ..c.ceeeeeeceeereeeeneeerncereeeecacnnnnes

We have been informed that . . . . . name of the supplier (hereinafter called “the S
entered into Contract No. .. ... reference number of the contract. . . ..
the execution of . . .. .. name of contract and brief description of goods and

(hereinafter called “the Contract”).

Furthermore, we understand that, according to the conditions of the Contra
required.

At the request of the Supplier, we . . . .. name of the bank.................
pay you any sum or sums not exceeding in total an amount of
amount in words?. . . . . (e amount in figures ......... ) such
proportions of currencies in which the Contract Price is paya
accompanied by a written statement stating that the Suppli

If the institution issuing the perfo
correspondent financial institution la€a

irity is located outside the country of the purchaser, it shall have a
e country of the purchaser to make it enforceable.

guarantor
ntract and

an amount representing the percentage of the contract price specified in the
ominated either in the currency(ies) of the contract or a freely convertible currency
purchaser.

ompletion of the contract, the purchaser would need to request an extension of this guarantee
from the guarantor. Such request must be in writing and must be made prior to the expiration date
established in the guarantee. In preparing this guarantee, the purchaser might consider adding the following
text to the form, at the end of the penultimate paragraph: “The Guarantor agrees to a one-time extension of
this guarantee for a period not to exceed [six months][one year], in response to the Purchaser’s written
request for such extension, such request to be presented to the Guarantor before the expiry of the
guarantee.”

dance on how to prepare this demand guarantee and shall be deleted from the final document.

days after the expected completion date. The purchaser should note that in the event of an extension of
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Advance Payment Security

[Insert complete name and number of contract]

To: [insert complete name of the purchaser]

In accordance with the payment provision included in the Contract, in relation to advance payments, [msert
complete name of the supplier] (hereinafter called “the Supplier”) shall deposit with the Purchas
consisting of [indicate type of security], to guarantee its proper and faithful performance of the 0
imposed by said Clause of the Contract, in the amount of [insert currency and amount of guar
figures].

guarantee as primary obligor and not as surety merely, the payment to the P
whatsoever right of objection on our part and without its first claim to th
[insert currency and amount of guarantee in words and figures].

Security] Signed:[insertsignature of pegson
areshownabove]

Duly authorized to sign the secu or
the guarantor]

Date: [insert date of signing]

-- Note to Bidder --
If the instituti@h issuing the a
correspondentiinancial instit

ance payment security is located outside the country of the purchaser, it shall have a
on located in the country of the purchaser to make it enforceable.
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